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Abstrak

Tinjauan sistematis ini bertujuan untuk mendalami tentang honeypot interaksi tinggi
untuk Microsoft SQL Server. Topik yang dibahas meliputi berbagai lingkungan honeypot (bare-
metal, mesin virtual, kontainer) dan metode pemantauan (berbasis jaringan, berbasis VMM,
berbasis honeypot) untuk memahami cara memantau komunikasi terenkripsi secara efektif. Fokus
utamanya adalah membandingkan berbagai teknik pemantauan data untuk honeypot dengan
interaksi tinggi, terutama dengan mempertimbangkan tantangan yang ditimbulkan oleh protokol
terenkripsi seperti TDS yang digunakan oleh Microsoft SQL Server. Penelitian ini
mengidentifikasi keterbatasan dalam penelitian saat ini dan mengusulkan penggunaan proxy
MITM terenkripsi sebagai solusi potensial. Pada akhirnya, penelitian ini menyoroti perlunya
penelitian lebih lanjut di bidang ini karena terbatasnya literatur yang ada tentang honeypot
interaksi tinggi untuk Microsoft SQL Server.

Kata kunci—honeypot, interaksi tinggi, microsoft sql server

Abstract

This systematic review aims to dive into high interaction honeypots for Microsoft SQL
Server. Topics covered include various honeypot environments (bare-metal, virtual machine,
container) and monitoring methods (network-based, VMM-based, honeypot-based) to understand
how to effectively monitor encrypted communications. The main focus is to compare different
data monitoring techniques for high-interaction honeypots, especially considering the challenges
posed by encrypted protocols such as TDS used by Microsoft SQL Server. This research identifies
limitations in current research and proposes the use of encrypted MITM proxies as a potential
solution. Ultimately, this research highlights the need for further research in this area due to the
limited existing literature on high interaction honeypots for Microsoft SQL Server.
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1. INTRODUCTION

Along with the rapid development of technology, cybersecurity threats also continue to
grow, targeting critical infrastructure and services [1]. The increasing adoption of technologies
supported by very high connectivity, such as the Internet of Things (l1oT), cloud computing, and
big data also provide opportunities for attackers to carry out more sophisticated cyber attacks.
One entity that is often targeted by cyber attacks is the database because of its strategic logical
position in an organization's IT infrastructure [2]. Databases generally store sensitive and
important data, such as customer data, financial data, and operational data [3], [4]. Cyberattacks
on databases can result in significant losses for organizations, such as data theft, fraud, and

Received June 1%, 2012; Revised June 25", 2012; Accepted July 10", 2012


mailto:faiz.uni2003@mail.ugm.ac.id
mailto:faiz.uni2003@mail.ugm.ac.id
mailto:faiz.uni2003@mail.ugm.ac.id
mailto:faiz.uni2003@mail.ugm.ac.id
mailto:faiz.uni2003@mail.ugm.ac.id
mailto:faiz.uni2003@mail.ugm.ac.id
mailto:faiz.uni2003@mail.ugm.ac.id
mailto:demuji@ugm.ac.id
mailto:demuji@ugm.ac.id
mailto:demuji@ugm.ac.id
mailto:demuji@ugm.ac.id
https://www.zotero.org/google-docs/?eBfszT
https://www.zotero.org/google-docs/?FFBIDM
https://www.zotero.org/google-docs/?QZnaJw

ISSN (print): 1978-1520, ISSN (online): 2460-7258

financial loss [5], [6]. Databases can also be used as an entry point to attack other systems in an
organization's IT infrastructure [7].

One way to observe and study cyberattacks on databases is by using honeypots.
Honeypot is an information system resource that is valuable when it is misused or attacked [8].
Honeypots can be used to attract attackers and learn the tactics, techniques, and procedures used
by attackers. Aside from research purposes, information obtained from honeypots can also be
used as an active defense or protection mechanism [9], [10], [11]. Honeypots are generally
classified based on the level of interaction with the attacker into high and low interaction [12],
[13]. Low interaction honeypots generally only provide limited interaction such as protocol and
network emulation, while high interaction honeypots provide more complex interaction by
running real services that are vulnerable to attack. Therefore, the data collected by high interaction
honeypots is richer and more varied than low interaction honeypots.

Microsoft SQL Server is one of the popular relational database management software
(RDBMS) based on market share figures [14], [15]. As one of the popular RDBMS, Microsoft
SQL Server is also one of the targets of cyber attacks that are often attacked [16], [17]. However,
based on the initial search on the five databases used in this study, studies on high interaction
honeypot for Microsoft SQL Server are still limited [13], [18]. Therefore, this study aims to
systematically review literature sources related to high interaction honeypot for Microsoft SQL
Server. Specifically, research questions that will be answered in this research are as follows.

1) What are the general characteristics related to environmental settings and monitoring
methods in the high interaction honeypot system? What are the advantages and
disadvantages?

2) How is monitoring performed on encrypted communications?

3) How to effectively monitor attacker interaction on high interaction Microsoft SQL Server
honeypot?

2. METHODS

The research question will be answered by conducting a systematic review. A systematic
review is a research method that uses an explicit systematic approach to collate, critically
evaluate, and synthesize findings that address a clearly formulated research question [19].

2.1 Inclusion and Exclusion Criteria

Studies selected for systematic review had to meet the following criteria inclusion
criteria: (1) there is a discussion that contains practical aspects of honeypots high interaction for
one or more server-side software services, e.g. Microsoft SQL Server, OpenSSH, telnet, (2)
published in a scientific journal or international conference, and (3) published in an international
conference, (3) published within the last 10 years. Studies that did not meet the inclusion criteria
or met the exclusion criteria: (1) discussed a focus that was not in accordance with the research
topic, for example, honeypots on the client-side honeypots, (2) containing honeypots for very
specific domains such as honeypots for specific device firmware.

2.2 Information Sources and Search Strategy

The search will be conducted in several databases using a specific strategy to identify
relevant studies. The following are the databases used along with the search strategy used.

1) Web of Science Core Collection (2024-12-05)
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a) Query: high interaction honeypot on all fields

b) Filters: “article” and “proceeding paper” document type
2) |EEE Xplore (2024-12-05)

a) Query: high interaction honeypot on all fields

b) Filters: "conferences” and "journals” document type
3) ScienceDirect (2024-12-05)

a) Query: “high interaction” AND honeypot

b) Filters: “journal” and “conference” document type
4) Scopus (2024-12-05)

a) Query: high AND interaction AND honeypot

b) Filters: "article™ and “conference paper" document type
5) Google Scholar (2025-01-13)

a) Query: mssql microsoft sgl server honeypot

b) Sorting order: by relevance

¢) Filters: since 2014, only the first 100 results taken

2.3 Research Procedure

The search is conducted according to the specified search strategy. The keywords used in
the search will be adjusted to the search features of each database. Files that have been identified
through the search process will be collected and stored in the reference manager for the initial
screening process in the form of removing duplicates and ineligible files. After that, the remaining
files will go through a screening process based on the title and abstract. Reports that pass the
screening process will be downloaded and read in full to determine their eligibility as systematic
review material.

Data synthesis is carried out by identifying and extracting relevant information from
reports that pass the selection. The information extracted includes the honeypot setup and the
monitoring methods used. This study will then analyze and compare the characteristics of the
various approaches used in designing and implementing high-interaction honeypots. The results
of the analysis will be used to answer the research questions.

3. RESULTS AND DISCUSSION

At each stage of selection shown in the flowchart in Figure 1, n indicates the number of
studies involved. At the identification phase, n for Google Scholar was 564, but only the first 100
results were taken. A total of 218 records were removed due to duplicates based on title and
abstract. Another 110 records were removed because they did not meet the inclusion criteria and
had incomplete metadata. At the screening stage, a total of 308 records were removed because
they were not relevant to this study, such as discussing honeypots for the client side, honeypots
for hardware, and honeypot data analysis methods. There were 5 records that could not be
downloaded due to the author's limited access. A total of 17 records were selected to be
downloaded and read in full. Of the 17 reports that were successfully downloaded, 4 were
irrelevant because they discussed theoretical studies related to honeypots or topics outside the
scope of this study. There were 2 reports that were irrelevant because they did not provide
sufficient details regarding the honeypot settings used. The selection process left 11 reports to be
included in this systematic review. The titles and characteristics of the included studies can be
seen in Table 1.

Title of manuscript is short and clear, implies research results (First Author)
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Figure 1 Study selection flow diagram
Table 1 Included studies and their characteristics
Ref. Title Characteristics
[20] Towards virtual honeynet based Hybrid honeypot architecture using LXC
on LXC virtualization containers in comparison to VMs
[21] CloudHoneyCY - An Integrated Framework for hybrid honeypot
Honeypot Framework for Cloud management on cloud infrastructures
Infrastructures
[22] Taming the IPv6 Address Space with Hybrid honeypot architecture with IPv6
Hyhoneydv6 support
[23] Implementing High Interaction High interaction SSH honeypot monitored
Honeypot to Study SSH Attacks using system call hook via LKM
[24] Creation and Integration of Remote Integration of remote high interaction
High Interaction Honeypots honeypot into an organization’s internal
network using VPN
[25] Planning and Implementation of Honeypot based on bogus Microsoft SQL
Honeypot System - Building of a bogus Server monitored using proxy
[26] Creation of a High-Interaction Dynamic high interaction honeypot setup
Honeypot System based-on Docker with Docker containers
containers
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[27] | Analysing Attackers and Intrusions on a Analyzing SSH attacks by utilizing
High-Interaction Honeypot System modified versions of OpenSSL and
OpenSSH
[28] SSHkex: Leveraging virtual machine Lower overhead VMI approach for SSH
introspection for extracting SSH keys session key extraction
and decrypting SSH network traffic
[29] An Improved Honeypot Model for Honeypot model with planned attack path
Attack Detection and Analysis according to MITRE ATT&CK
framework
[30] Fifteen Months in the Life of a Attack analysis of a large scale Dionaea
Honeyfarm honeypot deployment

2.3 What are the general characteristics related to environmental settings and monitoring
methods in the high interaction honeypot system? What are the advantages and disadvantages?

2.3.1 Environmental Setup

As summarized in Table 2, all studies included in this research used a high interaction
honeypot that involved the attacker's interaction with a real operating system or application. In
general, high interaction honeypot environments can be grouped into three types, namely bare-
metal, virtual machines, and containers. The bare-metal environment was used in the [21] study
using Raspberry Pi as the host. In addition to bare-metal, virtual machine environments in the
form of KVM and full emulation were also used in several studies. User-space container
environments like LXC and Docker were also found in several studies. All studies involved a
physical or virtual isolation mechanism.

Table 2 Grouping of honeypot environment setup in the included studies

Environment Ref.
Bare-metal Raspberry Pi [21]
Virtual machine KVM [22], [24]
Full emulation [22]
Other [23], [24], [25], [28]
Container LXC [20], [29]
Docker [26]

Study [20] found that using LXC containers is more efficient than virtual machines in
implementing a hybrid honeynet. LXC containers allow for faster and more efficient honeypot
deployment than virtual machines, even though they are not fully isolated [31]. Study [21] used
Raspberry Pi due to the cost-effectiveness and ease of isolation at scale. Study [22] used a hybrid
setup using a collection of virtual machines running on KVVM and full emulation. In [22], the time
required to handle an attacker request was 1.5 seconds for KVM and 2.5 seconds for full
emulation. In [26], Docker containers enable dynamic and efficient honeypot deployment by
using the attacker's IP address as a reference to create new containers. This approach is useful to
ensure that data between attackers does not overlap.
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2.3.1 Monitoring methods

Determining the monitoring method is one of the challenges in setting up a high
interaction honeypot [18]. In general, the monitoring methods found in the reviewed studies can
be grouped into three categories based on the monitoring location, namely network, VMM, and
honeypot as seen in Table 3.

Table 2 Grouping of honeypot monitoring methods in the included studies

Monitoring Methods Ref.
Network Packet Sniffing [21], [25], [26], [27], [28]

Intrusion Detection System (IDS) [20]
Extended Detection and Response (XDR) [29]

MITM Proxy [25], [30]
VMM Memory dump [22]
Virtual Machine Introspection [28]
Honeypot Log file [20]
XDR Agent [29]
auditd, strace [26]

Modified program [23], [27]

On the network level, the monitoring methods found are packet sniffing, security devices
such as IDS or XDR, and with proxies. Packet sniffing is used to collect network traffic data that
passes through the honeypot. This method is difficult to detect because it is generally hidden from
the attacker's environment. This method is also effective for recording the entire spectrum of the
attacker's network interactions with the honeypot [32]. However, the data collected is still raw
data of all packets passing through the network. This data can grow rapidly in size and requires
additional processing stages to be interpreted [18].

Study [20], [29] uses security devices in the form of Intrusion Detection System (IDS)
and Extended Detection and Response (XDR) to detect incidents or security events found
including attack attempts by attackers. The data collected by IDS/XDR is a security event that
occurs within the honeypot environment. The Wazuh XDR used in [29] has an agent installed on
the honeypot container, allowing for more detailed monitoring of security incidents. IDS/XDRs
have the advantage of identifying threats or creating more structured event feeds compared to
packet sniffing. However, IDS/XDR capabilities depend on the threat fingerprint database used
and tend to be less flexible in detecting unidentified threats .

Study [30] used Cowrie as a honeypot. Cowrie is a honeypot for SSH and Telnet which
supports low to high interaction mode [33]. Though not used in the study, Cowrie’s high
interaction mode works using a proxy approach. The proxy approach in Cowrie works by creating
two SSH/Telnet connections: (1) between the attacker and the proxy, (2) between the proxy and
the honeypot/host. In any mode, Dionaea is able to record the attacker's login activity, shell
activity, and file transfer activity. Study [25] also used a MITM proxy approach to create a bogus
Microsoft SQL Server instance. The MITM proxy approach can capture richer data features than
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IDS/XDR on encrypted protocols such as SSH. However, aside from added latency, the
implementation of this method is tightly coupled to a particular application protocol.

In [22], [28], monitoring is conducted at the Virtual Machine Monitor (VMM) level.
Study [28] used a Virtual Machine Introspection (VMI) technique called SSHKex to extract
session keys during the SSH key exchange process. The extracted keys were then used to decrypt
TLS/SSL packets captured through packet sniffing. This method requires VMI facilities on the
VMM and in-depth knowledge of the data structures to be extracted from memory. The VMI
method adds overhead in the form of pause time on the VM which can affect the VM's quality of
service.

Study [22] used memory dumps at specific times to analyze the impact of attacker
interactions on the VM. The VMM approach allows for in-depth analysis of the impact of attacker
interactions on the VM. However, the collected data may require complex extraction processes to
be interpretable which is inefficient at scale [34]. This method also cannot be used for real-time
monitoring as the memory is only dumped after the attacker session has timed out and thus it only
reflects the consequences of the attacker’s procedure.

Study [20] used a combination of IDS and Apache 2 log collection. The information
obtained from the log files can reflect attacker activity at the application level, but is limited to
the logging features provided by the application. Study [26] used strace and auditd on the Docker
host to monitor attacker activity on the honeypot container. This method allows for more detailed
monitoring at the operating system level, but is only applicable in Linux environments. Study [23]
used the Loadable Kernel Module (LKM) to capture the arguments of several important system
calls such as read() on Linux. This method allows for more detailed monitoring at the operating
system level, but requires modifications to the kernel that can potentially compromise operating
system stability.

2.3 How is monitoring performed on encrypted communications?

SSH monitoring methods are discussed in [27], [28] and Tabular Data Stream (TDS) in
[25]. Signature-based monitoring methods such as IDS cannot fully capture encrypted SSH
communications [27], [28]. In monitoring SSH connections, [28] uses a combined approach of
passive packet capture and Virtual Machine Introspection (VMI) to extract session keys during
the key exchange process. Study [27] modified the OpenSSH and OpenSSL source code to allow
session keys to be stored. Another approach is to use a man-in-the-middle proxy like the high
interaction feature in Cowrie used by [30]. In a similar fashion, [25] successfully monitored TDS
7.x connections through a reverse proxy by forcing the attacker to use an unencrypted channel as
encryption is not mandatory. However, this weakness is not possible on TDS 8.0.

2.3 How to effectively monitor attacker interaction on high interaction Microsoft SQL Server
honeypot?

Study [21] used Dionaea for a low interaction (emulation) honeypot and did not support
encryption. Study [25] designed and implemented a man-in-the-middle proxy to a bogus
Microsoft SQL Server in Python. However, the implemented proxy does not support the
encryption feature in the TDS protocol. In its specification, Tabular Data Stream protocol versions
7 and 8 support TLS/SSL encryption [35]. Techniques for extracting encryption keys that are
very close to implementation details such as VM introspection, program modification, are not
legally possible as Microsoft SQL Server is a closed-source commercial product. Traditional
packet sniffing approaches can be used but will not work if TDS encryption is used. Audit log-

Title of manuscript is short and clear, implies research results (First Author)


https://www.zotero.org/google-docs/?Myc3JW
https://www.zotero.org/google-docs/?V0Gdw4
https://www.zotero.org/google-docs/?o5In6j
https://www.zotero.org/google-docs/?ByGNPi
https://www.zotero.org/google-docs/?WeXeTx
https://www.zotero.org/google-docs/?MC4g0t
https://www.zotero.org/google-docs/?bnZYUY
https://www.zotero.org/google-docs/?Rao9Em
https://www.zotero.org/google-docs/?Vgf30W
https://www.zotero.org/google-docs/?f6uXH2
https://www.zotero.org/google-docs/?kem0Px
https://www.zotero.org/google-docs/?ueJ2fz
https://www.zotero.org/google-docs/?kRS0UU
https://www.zotero.org/google-docs/?u1Y2Et
https://www.zotero.org/google-docs/?evdW5J
https://www.zotero.org/google-docs/?Igs4CT
https://www.zotero.org/google-docs/?KJuVut

ISSN (print): 1978-1520, ISSN (online): 2460-7258

based monitoring can be used to see changes to the database but cannot directly reflect the
attacker's communications. A man-in-the-middle proxy approach similar to [25] but supports
encryption like Cowrie[33] is a candidate for an effective monitoring method.

4. CONCLUSIONS

In this study, researchers tried to explore the environmental settings and monitoring
methods for high interaction honeypots. This study also discusses the analysis of data monitoring
method options for high interaction honeypot for Microsoft SQL Server. Eleven studies show that
the environment for high interaction honeypot must involve an isolation mechanism, including
creating a dedicated machine as a honeypot, using a virtual machine, or using a container.
Isolation is necessary because high interaction honeypots are intentionally designed to allow
attackers to interact directly with the real operating system or application [8]. The monitoring
methods used in high interaction honeypots can be grouped into three categories, namely network,
VMM, and honeypot. Network monitoring methods such as packet sniffing, IDS/XDR, and
MITM proxy are effective methods for monitoring unencrypted data. VMM monitoring methods
such as VMI and memory dump allow for in-depth analysis of the impact of attacker interactions
on the VM. Honeypot monitoring methods such as log files, XDR agents, and modification
programs allow for more detailed monitoring at the application or operating system level.
Monitoring encrypted data such as SSH or TDS requires a special approach such as VMI or MITM
proxy. Ultimately, the environment setup and monitoring methods for a high interaction honeypot
depend on the needs and goals of the honeypot research or implementation being conducted.

Research on high interaction honeypot for Microsoft SQL Server is still limited. Surveys
revealed that all honeypots for Microsoft SQL Server found were low-interaction honeypots [13],
[18]. The emulative nature of low-interaction honeypots limits the ability to collect rich attacker
data, limiting it to authentication credentials, handshake data, or connection metainformation
[36], [37]. The MITM proxy approach used in [25] allows for richer data collection. However,
the MITM proxy implementation used in the study did not support the encryption feature of the
TDS protocol. After exploring the general characteristics of data monitoring on honeypots, this
study suggests that an effective candidate monitoring method for Microsoft SQL Server is to use
a MITM proxy that supports encryption such as the high interaction mode in Cowrie [13], [33].
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