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ABSTRACT — Traditional paper-based voting system for student organization leader election has issues related to security,
transparency, and trust. This research addressed these issues by implementing a blockchain on e-voting system utilizing
smart contracts to ensure the security and transparency of the voting process. The system was developed using the agile
software development life cycle (SDLC) methodology and was tested using black-box and system usability scale (SUS)
method to evaluate its functionality and usability. Security testing was conducted through unit testing on the smart contract
and block verification within the Sepolia network. The results showed that the decentralized e-voting system could prevent
vote manipulation and detecting duplicate voters, as evidenced by the unit testing of the smart contract, which confirmed
that recorded votes could not be manipulated and attempts to submit multiple votes were detected and rejected. Meanwhile,
system transparency was demonstrated through direct verification using a block explorer, showing that the entire voting
process and the smart contract code were publicly accessible and transparent. The system was successfully simulated on a
small scale within a student organization, and usability testing using the SUS method was conducted with 30 respondents.
The test resulted in a score of 72 points, indicating that the system was in the good category and was well accepted by users.
Therefore, the decentralized approach in this e-voting system has been proven to enhance transparency and overcome the

problems of security issues in the voting process.
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I. INTRODUCTION

Traditional paper-based election systems are still
commonly used in student organizational elections across
university environments. However, these systems have a
number of significant weaknesses, particularly in relation to
issues of security, transparency, and public trust. One of the
major risks occurring on traditional election is vote
manipulation, such as ballot forgery or vote inflation [1]. These
challenges against in terms of voter data privacy and security.
In some cases, election results have also been questioned due
to the lack of publicly accessible independent verification
mechanisms to ensure that every vote cast was counted
correctly. All of these shortcomings have the potential to
decreased participants confidence in the integrity of the
election process, which can affect the legitimacy of the elected
student leaders [2].

With the advancement of digital technology, e-voting
systems have been introduced as an alternative solution to
reduce the problems of traditional paper-based elections.
However, conventional e-voting systems that rely on
centralized servers still having critical challenges. These
include risks of centralized data breaches, unauthorized system
access, vote tampering by privileged administrators, and the
lack of end-to-end transparency for voters to validate whether
their vote was counted correctly. As a result, although e-voting
may improve efficiency, it does not fully resolve the trust and
transparency issues that remain fundamental to election
credibility [3].

Along with the development of technology, new
approaches that can overcome problems in both traditional and
centralized e-voting systems have emerged, one of which is the
implementation of blockchain technology and smart contracts.
Blockchain is a decentralized technology that allows every
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transaction or data recorded to be immutable and publicly
verifiable [4]. Meanwhile, smart contracts are digital contracts
that automatically execute themselves when predetermined
conditions are met, which are very useful in automating
election processes such as voting and counting results [5]. This
method also allows for better vote integrity because every vote
received will be permanently recorded on the blockchain
without being able to be changed, and the voting process can
be carried out without having to sacrifice voter privacy.

Previous research has shown the potential of blockchain
technology in enhancing e-voting systems. For instance, a
comparative analysis underscored blockchain’s benefits in
verification and cost reduction but stopped short of developing
a practical, implementable system [6]. Another research
progressed by developing a decentralized application on
Ethereum, proving its advantages in security and data integrity,
yet their system encountered significant performance issues [7].
Similar studies have been conducted focused on theoretical,
while the literature review confirmed security improvements, it
did not address practical aspects such as scalability,
performance, or user experience [8]. More practical
implementation by other researchers, resulted in a secure
system on a local network, but its focus was predominantly
technical, paying insufficient attention to user experience [9].
Collectively, these studies confirm blockchain’s security and
transparent promise but reveal a consistent research gap
concerning system performance and lack of attention to the
aspect of user experience.

In this study, the methodology focused on two key aspects,
leveraging smart contracts to automate the voting processes in
student organizational elections to enhance efficiency and
minimize human error, and prioritizing user experience to
ensure the system accessibility. This approach was designed to
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effectively address the prevalent challenges of vote
manipulation and data insecurity, thereby upholding vote
integrity and voter privacy throughout the electoral process.
The system was tested in small-scale simulations, providing a
more realistic picture of its performance and effectiveness in
real elections. The approach not only implements smart
contracts in election processes but also shows the
demonstration of how blockchain can be adapted into
accessible applications, making secure and transparent e-voting
more feasible for broader adoption.

Based on the previous studies, although blockchain-based
e-voting systems have demonstrated strong potential in
enhancing security, transparency, and vote integrity, most
existing research primarily focuses on technical aspects such as
smart contract implementation, cryptographic mechanisms,
and decentralized architectures, with limited attention to
system usability and user experience from the end-user
perspective. Furthermore, many implementations remain
theoretical or restricted to local-scale deployments, lacking
comprehensive evaluation of how users interact with and
perceive blockchain-based voting platforms. This reveals a
clear research gap in integrating blockchain technology with a
user centered design approach and standardized usability
assessment. To address this gap, this research aimed to design
and implement a decentralized blockchain-based e-voting
system for student organizational elections emphasizing both
security and usability by leveraging smart contracts to automate
the voting process while providing an intuitive and accessible
user interface. The novelty of this research lies in its integration
of blockchain’s immutability and transparency with a user-
friendly interface, a combination that is rarely explored in the
context of e-voting using blockchain technology. Unlike
conventional e-voting systems that rely on centralized
databases, this approach ensures verifiable results that can be
audited by all participants while preserving voter anonymity,
by using block explorer. This study is significant as it
contributes a practical reference for developing usable and
transparent blockchain-based e-voting systems, enhances voter
trust, and provides insights for future research on secure and
user-centered digital voting platforms.

Il. METHODOLOGY

Blockchain technology is a decentralized distributed ledger
that enables transactions or data records to be stored securely,
transparently, and immutably across a peer-to-peer network.
Each transaction is cryptographically linked into blocks,
ensuring data integrity and preventing unauthorized
modification. In the context of e-voting systems, blockchain
provides a reliable mechanism for preserving vote integrity,
transparency, and public verifiability without relying on a
centralized authority [4]. Smart contracts further extend
blockchain functionality by enabling self-executing programs
that automatically enforce predefined rules, such as vote
submission, validation, and tallying, thereby reducing human
intervention and potential manipulation [5].

Based on these theoretical foundations, the development of
the proposed e-voting system requires an implementation
approach that accommodates iterative testing, smart contract
refinement, and continuous user feedback. Therefore, this
system was implemented using the software development life
cycle (SDLC) with the agile methodology. The agile approach
was selected due to its flexibility, responsiveness to evolving
requirements, and emphasis on user involvement, which
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collectively supported the iterative development and validation
of blockchain-based applications. Through incremental
development cycles, agile facilitates timely system delivery
while ensuring software quality and alignment with functional
and usability requirements [10].

A. REQUIREMENTS

The purpose of this stage is to understand the main
problems in traditional election systems and identify
technology-based solutions that can be applied in blockchain-
based e-voting systems by analyzing the requirements [11].

1) FUNCTIONAL REQUIREMENTS

The functional requirements of this blockchain-based e-
voting system included several important aspects that must be
met to ensure a smooth election process. First, the system must
provide a secure voter registration mechanism, including
identity verification before voters could participate in the
election. Once registered, voters must be able to cast their votes
anonymously, where the votes were recorded on the blockchain
to maintain data integrity. In addition, the system must
automate the vote counting through smart contracts, so that the
election results could be calculated and published
automatically without manual intervention. The system must
display the election results after all votes were counted.

2) NONFUNCTIONAL REQUIREMENTS

The nonfunctional requirements of this system included
various aspects, such as security. The security of a website is
important, so it is recommended to test the security of the
website using one of the frameworks or methods to avoid
hacking [12]. The system must be able to protect voter data and
protect votes from manipulation by other parties.

B. DESIGN SYSTEM

The design system aimed to design the entire information
system architecture and creating blueprint for the system. This
phase provides an overview flow of the information system to
be created [13].

1) USE CASE DIAGRAM

This system had two actors: admin and user. Admin was an
actor managing and organized users, also managing this system
by starting and ending the voting event. Admin managed and
maintained smart contracts and blockchains used to recap votes.
User was an actor using the system, users could submit and see
the final results of the voting. In addition, users must be verified
first before voting. The use case diagram image can be seen in
Figure 1.

2) ACTIVITY DIAGRAM

Figure 2 shows an activity diagram from the beginning to
the voting process, starting from logging in by entering a
username and password that previously registered by voter.
After successfully logging in, the user was required to connect
their wallet address to this system in order to use this system.
After that, the user could vote, submit, and confirm their vote
using MetaMask wallet, after that each submitted vote was
recorded on the blockchain through a smart contract deployed
on the Sepolia test network. After the election was ended, the
user could see the results in the result menu.

The “Blockchain validates the vote” process on the activity
diagram followed the proof of stake (PoS) consensus
mechanism, which was used by the Sepolia network as part of
Ethereum’s transition after the merge [14]. Through PoS,
transactions containing the vote were validated by the network
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Figure 2. Activity diagram.

validators based on staking participation, ensuring the vote was
confirmed securely and efficiently before being permanently
recorded by the smart contract. PoS was due to its higher
efficiency, lower energy consumption, and faster transaction
confirmation compared to proof of work (PoW), making it
more suitable for an e-voting environment requiring
transparency, integrity, and near real-time validation of votes
without introducing excessive computational overhead [15].

3) ENTITY RELATIONSHIP DIAGRAM

Admin managed ongoing elections by adding candidates,
starting, and ending elections, while smart contract was
deployed when admin started an election. The election
contained several candidates. Users casted their votes through
the vote entity, associating voters with elections and the
selected candidates. The ERD for this e-voting system can be
seen in Figure 3.
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Figure 3. Entity relationship diagram of e-voting system.

4) ARCHITECTURE DIAGRAM

The architecture of this e-voting system used MetaMask for
user verification and smart contract signing. Users were
required to connect their web 3 wallet with the e-voting
application using MetaMask. The use of digital crypto wallet
such as MetaMask aimed to decentralize identity and
cryptographic signing tool. MetaMask provides users with their
own blockchain address and private key, enabling the e-voting
process to be executed in a trustless environment without
depending on the system administrator. Each vote submitted to
the smart contract is cryptographically signed through
MetaMask, ensuring that the vote is proven to originate from
the actual voter, cannot be altered, and cannot be denied
afterward. This mechanism eliminates the risk of server-side
vote manipulation, and ensures transparency and auditing
capability, which are essential in election systems [16].

Using the ethers.js library, the frontend application
connected to the MetaMask, bridging the web application with
the deployed smart contract on the blockchain. After the user
selected a candidate, the voting data were sent from the web
application to the blockchain, where the votes were recorded
using a smart contract and validated by the Sepolia network.
Each vote transaction was cryptographically signed by the user
through their MetaMask wallet, ensuring both authenticity and
undeniable. The architecture design for this e-voting system
can be seen in Figure 4. This figure illustrates the interaction
between different components, including the admin application,
user application, database, blockchain/smart contract, and
supporting libraries. The system was divided into two main
layers, the e-voting admin application and the e-voting user
application, which were developed using Next.js.

On the admin side, the system provided a main dashboard
where administrators could manage users, candidates, and
elections, as well as set the start and end of an election. All
these administrative operations were connected to the database
layer, which utilized Firebase and PostgreSQL through Prisma
as the object-relational mapping (ORM), ensuring efficient and
structured data management.

The smart contract implemented in Solidity and deployed
on the Sepolia network served as the core of the voting process
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Figure 4. Architecture diagram of e-voting system.

by recording and securing votes in an immutable blockchain.
Deployment of the smart contract to the blockchain network
was established using Alchemy, acting as a bridge that
connected smart contract developed using hardhat, with the
blockchain network that stored contract, which in this case
using Sepolia network. This ensured that vote transactions and
the smart contract logic were publicly verifiable while
maintaining voter anonymity.

Overall, this architecture ensured that administrative tasks,
user interactions, and blockchain operations were seamlessly
integrated, with smart contracts handling the vote processing
and conventional databases supported auxiliary operations,
such as users, candidates, and election data configuration. This
design emphasizes security, transparency, and reliability,
aligning with the main objectives of the decentralized e-voting
system.

5) USER INTERFACE DESIGN

User interface design is an important aspect of software
development, affecting user interaction and the initial design
for building the appearance of the system. Tools such as Figma
can be used for designing the user interface. User interface
design focuses on creating visually appealing and user-friendly
layouts, utilizing elements such as fonts, colors, icons and
structures to enhance the user experience [17].

C. IMPLEMENTATION

Implementation phase began with the implementation of
code and systems based on the system design that had been
made. The development was carried out iteratively in several
sprints, where each sprint focused on developing a specific part
of the system [18]. The system implementation used Typescript
programming language and Next.js framework (see Figure 4)
because they are more flexible and efficient for developing
modern applications that have a lot of routing, and this
framework also provides a more organized and modular project
structure [19]. The Blockchain technology was used to store
voting data, while smart contract technology from Solidity and
the Ethers.js library were utilized to interact with the Ethereum
blockchain and smart contracts used Sepolia network. Wallet
address management (shown in Figure 4) used third party
extensions from MetaMask so that users could access
decentralized application directly from their browser and made
transactions on the Ethereum blockchain. PostgreSQL and
Firebase database were used to store other information that was
not stored on the blockchain. Hardhat was utilized for testing
smart contracts environment locally. Transaction votes must be
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stored on the Ethereum blockchain and not stored in a
conventional database because they were sensitive information.
If transaction data are stored in a regular database, they become
vulnerable to hacking and data leaks [20]. Therefore, it is more
important to store vote transaction data on the blockchain rather
than in a conventional database.

The deployment process was divided into two parts,
deploying smart contract to the Sepolia network and the front-
end of the system. Smart contract deployment process was
carried out using Alchemy, third party platform that helps
developer deploying smart contract to live network so it can be
accessible by everyone [21]. Front-end part of this deployment
was containerized using Docker, this process ensured that the
application ran consistently across different environments,
from development to production [22]. Virtual private server
(VPS) was used to host all the services such as front-end
application and PostgreSQL database instance. After the front-
end instance was containerized with Docker, the next phase
was to deploy the docker image to the VPS. The platform that
was used to deploy the front-end was Zeabur. This platform
provided option to host projects using docker images, also
allowing it to install any services and dependencies that
required to run the instance.

The blockchain infrastructure used in this study was based
on the Ethereum Sepolia test network, which inherently
operates as a distributed blockchain environment maintained
by multiple validator nodes. Rather than implementing a
custom blockchain network, this research focuses on the
application layer by deploying and interacting with smart
contracts on an existing public blockchain. Communication
between the web-based e-voting application and the blockchain
network is facilitated through Alchemy as a node provider,
enabling reliable access to the decentralized network. As a
result, the distributed nature, consensus mechanism, and data
replication are handled by the Ethereum network itself, while
this study concentrates on the secure implementation of voting
logic, transaction verification, and transparency through smart
contracts.

D. TESTING METHOD

Several testing methods were used in this study, including
black-box testing, system usability scale (SUS) method, and
blockchain-specific testing through unit testing of the smart
contracts, as well as verification using a block explorer. Black-
box testing was used to evaluate the e-voting system’s
functionality by examining its outputs in response to various
inputs, without knowledge of the internal code, ensuring user
requirements are met [23]. The black-box method was used to
test several cases, including login authentication, account
access, and verified registered voters who can vote. To test
whether this system ran according to the functional
requirements determined at the beginning, the entire system
was tested using the SUS method. The SUS method was
employed since it is a reliable tool for measuring usability, even
with small sample sizes, providing a score to evaluate user
satisfaction and experience [24]. Meanwhile, the unit testing
method was used to test the security of the system on a smart
contract. Several test cases were conducted, including verifying
whether users could perform double voting and ensuring that
votes could not be changed or modified after being recorded.
This case was tested using unit testing to ensure that every
function in the smart contract complied with the specified case
specifications. By using unit testing, developers can detect
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logical errors at the most basic level of the smart contract code
[25]. Verification on block explorer was used to audit, ensuring
that this system was transparent and secure by providing a
verification for each voting transaction on a block explorer.
This method facilitates audits without violating voter privacy.
It proves that the implemented e-voting system is transparent
and can be publicly audited in accordance with the blockchain
principles, public, and immutable [26]. The blockchain-
specific testing was conducted through unit testing of the smart
contract and direct verification on the blockchain block
explorer. The unit testing was applied to validate the
correctness and security of smart contract functions, including
vote immutability and prevention of double voting, allowing
logical errors to be detected at the code level. In addition,
verification on the Sepolia block explorer was performed to
ensure transparency and auditability by allowing public
inspection of voting transactions and verified smart contract
code without revealing voter identities, in accordance with
blockchain principles of immutability and openness.

lll. RESULTS AND DISCUSSION

The e-voting system was developed according to the
designed method. As a result, the system could record votes
from users using their wallet addresses and the system
successfully recorded the voting results using smart contracts
deployed on the Sepolia network.

A. RESULTS OF THE SYSTEM

This e-voting system was successfully developed and
deployed for the internal use within the campus organization.
Students participated as testers by accessing the website and
simulating the voting using the system. Prior to the voting,
students were required to create an account and wallet so that
they could vote using the system. The systems also provided
page for verification to restrict unverified students from voting
and abusing the system. Student must verify their identity,
ensuring that they were eligible voters. On the verification page,
users were required to complete the verification process by
providing their student ID and undergoing face recognition
process to confirm that they were the original holder of the
student ID. Figure 5 shows the details the student eligibility
verification process.

On the voting process, users could directly vote and confirm
their choice using the MetaMask wallet that they had created
and connected to the website. MetaMask was necessary
because it was used to interact and send the vote to the smart
contract. Users were required to confirm the process in their
MetaMask wallets to send a vote, and a Sepolia token was used
for network fees. Figure 6 shows an example of the e-voting
system display during the voting process, as the user chooses a
candidate.

After confirming the transaction using MetaMask, the smart
contract validated the transaction. If the process was successful,
the user got a transaction hash, displayed on the receipt that
user received on the website. The system performed as
expected, and the smart contract-based e-voting simulation was
successfully executed. All vote data were recorded and stored
on the blockchain and publicly and transparently accessible to
everyone. User were able to view the current election results
through the results menu. The details of the results can be seen
on Figure 7.

The admin role in this system was responsible for managing
the ongoing election and candidate selection. They were
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responsible for setting the start and end dates of the election.
The status of the election was automatically set to active if the
current date fell within the start and end time period. If current
date fell outside the specified period, the election was
automatically set to inactive, and the user could not vote. The
admin was also responsible for managing all the candidates,
such as adding, editing candidates, and deleting candidates.
This also applied to the user management page, the admin was
able to add user accounts by adding email and password
directly, thereby users could directly log in using the
credentials provided by the admin. In addition, the admin was
liable for deploying a smart contract to record user vote data.

The system interface ran as expected and in accordance
with the requirements functions, allowing it to monitor the
election and manage all registered users. As shown in Figure 8,
the admin dashboard monitors the election’s status and
conditions in real time.

B. TESTING AND SYSTEM EVALUTION

The evaluation and testing of the system confirmed its
operational success, demonstrating the capability to accurately
capture votes linked to user wallet addresses. Furthermore, the
deployed smart contract on the Sepolia network functioned as
intended, successfully and immutably recording the final
voting results. The methodology and evaluation process are
systematically presented through a series of functional,
performance, and usability tests, where each testing scenario
and its corresponding results are clearly explained in detail. In
addition to conventional system testing, blockchain-specific
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evaluations were conducted through unit testing of the smart
contract using the Hardhat framework with the Chai testing
library to verify critical properties such as vote immutability,
single-vote enforcement, and access control. Moreover, direct
verification was performed using the Sepolia block explorer to
publicly inspect transaction records and the deployed smart
contract code, ensuring transparency, correctness, and
auditability of the voting process. This structured evaluation
approach ensured that the system’s reliability, correctness,
usability, and blockchain integrity were thoroughly assessed
and transparently reported.

1) BLACK-BOX TESTING

E-voting system functionality running properly, the test
conducted using black-box testing method. All test cases ran
according to the expected results. Based on the black-box test,
the authentication test case showed valid results for user and
admin login attempts: they were successfully redirected to their
respective dashboards, while invalid credentials returned an
appropriate error message. The sign-up process also ran as
expected, where valid new user data could be registered and
duplicate accounts or mismatched passwords displayed proper
error notifications. This result indicates that the system’s
authentication and account creation mechanisms are reliable in
preventing unauthorized access and ensuring data integrity. In
the voting process, several scenarios were tested to ensure vote
integrity. A user connected to their wallet and confirmed the
transaction via MetaMask, successfully recorded their vote on
the smart contract, and received a success receipt. Conversely,
when users attempted to vote without connecting their wallet,
cancelled the transaction in MetaMask, or attempted to vote
more than once, the system correctly displayed error messages
and prevented the action to vote. Similarly, unverified users and
users accessing the system outside the election period were
restricted from voting, ensuring that only eligible voters could
participate at the correct time. These results validate that the
system effectively mitigates risks of double voting,
unauthorized access, and improper timing of participation.
Table I presents the results of black-box testing on this e-voting
system.

For the election management case, the admin was able to
set and update schedules, add new candidates with complete
information, and edit or delete candidate data. Incomplete data
entry triggered the system to display error messages, which
enforced data consistency. Additionally, the system allowed
the admin to add and manage user accounts, including verifying
or unverified users, with results accurately saved in the
database. The vote results feature was validated by displaying
results directly from the deployed smart contract, ensuring
transparency and preventing manipulation. Since the results
were sourced from blockchain data, neither admin nor users
could alter them, which enhances trust in the integrity of the
election outcome. The logout process also functioned correctly,
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TABLE I
BLACK-BOX TEST RESULTS

Expected
Test case Input Rgsul is Results
Login user Valid email Show user page  Valid
and password
User Voting Vote button Voting Valid
and confirm successfully
transactions
User verification Unverified Your accountis ~ Valid
users not verified
accessing
page
Election Admin sets Schedule saved, Valid
election and
schedule successfully
updated
Adding new data ~ Admin inputs  Successfully Valid

data added

additional data
Enter results Displays voting  Valid
menu results from

smart contract

Vote results

returning both user and admin sessions to the login page after
termination.

Overall, the black-box testing confirms that this e-voting
system fulfills its intended functionalities while addressing
critical issues such as security, transparency, and reliability.
Each test case resulted in valid outcomes, demonstrating that
the implementation of blockchain and smart contracts provides
an effective safeguard against common problems in traditional
e-voting systems, such as double voting, data manipulation, or
unauthorized access.

2) SUS TESTING

The SUS testing is done by giving 10 questions and
measured using a Likert scale [27]. Testing was conducted
among students who participated in university student
organization activities, resulting in 33 respondents. A total of
28 students participated as users and 5 students participated as
admins. The score was categorized into five levels of usability
based on the following score ranges: scores of 80.3 and above
were classified as excellent, scores between 68 and 80.2 as
good, scores from 51 to 67.9 as OK, scores between 38 and 50.9
as poor, and scores below 38 as awful [28]. The calculation of
the SUS score in this research followed a structured process.

Qx—1. (1)

Equation (1) calculated, for each odd-numbered question,
the respondent’s score using the formula, where Qx represents
the score for the odd question.

5—Qn. 2)

Meanwhile, for each even-numbered question, the score
was transformed using (2), where Q, is the score of the even
question. As a result, each item produced a value ranging from
0 to 4. These values were then summed across all ten questions,
yielding a maximum possible total of 40 points per respondent.
x=2%X 3)

n

To convert into a standardized SUS score on a scale of 0—
100, the total was multiplied by 2.5. The final SUS result for
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the system was obtained by calculating the average score across
all respondents using (3), where X is the mean of the SUS score,

>’ X is the total of all respondent score, and 7 is the number of
respondents.

Based on the SUS testing results, the tests conducted on the
user and admin roles (Figure 9) showed almost identical results.
User respondent showed that the average score obtained was
71, and for admin respondent the average score obtained was
74. Each scores indicates that the system is at a good category.

3) SMART CONTRACT UNIT TESTING

Unit testing was carried out by using code script running in
the Hardhat project environment, containing the Solidity smart
contract code and the unit test script code. Several scenarios
were designed to validate the functionality and security of the
smart contract used in the e-voting system. The first test
verified that a user could successfully cast a vote to the smart
contract. When a user voted for a candidate with an assigned
wallet address, the vote was correctly recorded, and the
candidate’s vote count increased as expected. Another test case
was conducted to ensure that one account could not vote more
than once. When the vote function was called twice by the same
account, the second transaction failed with an error, thereby
confirming the one-vote-per-user rule. Another scenario tested
the accumulation of votes from multiple voters. When multiple
different accounts cast votes for the same candidate, the get
votes function accurately displayed the total number of votes,
matching it with the number of accounts that had participated.
To verify whether a user had already voted, the system checked
the wallet address associated with the smart contract. The result
returned “true” if the user had previously voted and “false” if
they had not, which confirmed the correctness of the vote-
tracking mechanism.

Further test scenario addressed vote immutability. When a
user who had already voted attempted to override their choice
by calling the vote function again with a different candidate ID,
the original vote data remained unchanged, thereby preventing
vote modification. Lastly, the system was tested to determine
whether the administrator could directly manipulate voting
results. When an attempt was made to override votes within the
smart contract, the transaction returned an error since no
function was available to modify the recorded votes. This
confirmed that even administrators were unable to alter the
stored vote results, ensuring fairness and integrity in the voting
process. Figure 10 presents the detailed results from the
Solidity smart contract unit testing by running it through the
script code and Hardhat project environment. The test results
showed that all unit testing scenarios were successful and in
accordance with expectations, with 6 passing and a test
duration of 574 ms.

4) VERIFICATION ON BLOCK EXPLORER

Verification in the block explorer is a testing method that
directly verifies the smart contract deployed through it. This
test aimed to demonstrate that all voting transactions in the e-
voting system were well audited and publicly accessible.
Voting transactions performed by users could be publicly
accessible, ensuring their validity while maintaining anonymity,
as the smart contract did not store any personal identity
information but only the wallet address known to each user.
The deployed smart contract code was also publicly available,
allowing users to verify its functions and ensure that no
manipulation attempts were made by the administrator or
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Figure 9. Results of SUS testing, (a) respondent from user, (b) respondent from
admin.

Figure 10. Unit testing code results.

organizer. The verification test was conducted by first
accessing the Sepolia block explorer website and entering the
transaction hash into the search bar. Once entered, the
transaction details could be examined, followed by checking
the transaction history recorded on the smart contract address
used to store votes. Then, verified source code of the smart
contract could be reviewed to confirm its authenticity and
integrity in handling the voting process.

The results showed that all voting transactions recorded by
the smart contract. Although users could see the transaction
history, they could not know the candidate that other users
selected due to the anonymity. They could only view the wallet
address that sent the transaction without knowing the identity
of the person behind the address. They also could view detailed
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information such as transaction hash, status, timestamp, wallet
address, smart contract address and network fee. Users might
be able to check the Solidity contract code deployed to the
smart contract to find out any manipulation attempt by the
admin/organizer regarding the vote collection/counting process.
All codes could be accessed publicly and verified by the system
from the Sepolia block explorer. Detailed information from the
smart contract can be seen in Figure 11.

With the results of the testing and verification, it is proven
that the implemented e-voting system has transparency and it
is in accordance with the blockchain principles, being open and
auditable by all users but also anonymous. This also supporting
the security and trust in e-voting principles.

C. DISCUSSION

Compared to traditional centralized e-voting systems that
rely on server-side databases and administrator, this research
introduces a decentralized architecture. Core election rules,
such as vote integrity, and single-vote enforcement are
governed directly by immutable smart contract logic. This
eliminates reliance on trusted intermediaries and reduces the
risk of data manipulation or administrative abuse. Furthermore,
although previous studies have implemented blockchain-based
e-voting systems, many of them are limited to local or
experimental implementations and primarily focus on the
technical feasibility of blockchain integration, with minimal
attention to user interface design and user experience. In
contrast, this research combines protocol-level security and
transparency with a user-centered web-based interface,
ensuring that the system is not only secure and auditable but
also accessible and usable for non-technical users. These
findings emphasis on decentralized security mechanisms and
improved usability represents the main novelty of this study
and contributes to enhancing security, transparency, and trust
in practical e-voting deployments. Building upon these findings,
the following subsections further discuss the key results of this
research.

1) FUNCTIONALITY AND RELIABILITY

The success of the black-box testing demonstrates that the
e-voting system functions correctly from the end user’s
perspective. Each key interaction from wallet integration to
casting and viewing votes performed as intended. This suggests
that the system meets the functional requirements necessary for
an operational voting process.

2) USABILITY EVALUATION

The SUS scores from user respondents averaged 71, while
those from admin respondents averaged 74. These results
suggest that the system has a good level of usability and is
acceptable to both wusers and administrators. However,
qualitative feedback indicated that while some users
appreciated the security and innovation of the system, others
felt unfamiliar with using wallets such as MetaMask,
highlighting a learning curve in adopting blockchain-based
applications. This suggests that educational materials or user
guidance may be necessary for broader adoption.

3) TRANSPARENCY AND TRUST

Contract verification via the Sepolia block explorer
significantly enhances the system’s transparency. Users and
auditors can inspect the logic behind the voting process,
increasing trust in the system’s integrity. This addresses one of
the study’s core objectives by providing an auditable, tamper-
proof election mechanism [4]. The unit testing results confirm
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Figure 11. Transaction history from block explorer.

that the smart contract logic is robust and performs critical
checks to preserve voting integrity. These include preventing
duplicate votes and restricting administrative functions to
authorized addresses. It can be concluded that the smart
contract is secure and immutable, because voters who have
made transactions/votes cannot add or manipulate data that has
been confirmed by the smart contract. This finding supports the
argument of previous research that the immutability of data is
a key to secure digital voting [8].

4) CONTRIBUTION TO VOTING SECURITY

By implementing blockchain and smart contract technology,
the system offers several security enhancements over a
traditional web-based e-voting system. Data immutability,
decentralized verification, and wallet-based identity reduce the
risk of tampering, fraud, or abuse of central control. Based on
the testing and verification results, it is proven that the
implemented e-voting system provides transparency and is in
accordance with blockchain principles, being open and
auditable by all users, while also being anonymous [26]. This
also supports the security and trust principles of e-voting.

5) IMPLICATIONS, LIMITATIONS, AND FUTURE

RESEARCH

The findings demonstrate that blockchain technology is an
effective solution for building secure and transparent e-voting
systems. However, this study has limitations. It was deployed
on an Ethereum Sepolia test network, so issues of transaction
costs (gas fees) and scalability under high load were not fully
addressed.

Future research should focus on layer-2 scaling solutions to
reduce gas fees and improve transaction throughput. An
alternative deployment approach is to implement the e-voting
system on a private or permissioned blockchain network that
does not require gas fees. By operating in a private environment,
the system can eliminate transaction costs and reduce reliance
on public validators, making it more suitable for institutional or
organizational elections [29]. In this context, the consensus
mechanism can be shifted from PoS to more efficient models
such as proof of authority (PoA) or practical Byzantine fault
tolerance (PBFT). These consensus mechanisms do not rely on
token-based incentives, offer faster transaction finality, and are
well-suited for trusted or semi-trusted environments. Platforms
such as Hyperledger Besu can be considered, as they support
permissioned networks and PoA or PBFT-based consensus
while preserving core blockchain principles such as
immutability, distributed validation, and auditability. This
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approach enables the e-voting system to operate without gas
fees while maintaining security, transparency, and data
integrity [30]. Additionally, usability and trust cases should be
conducted with a more diverse demographic to ensure the
system is accessible and trustworthy for general citizens.

IV. CONCLUSION

The results of the e-voting website showed that the
developed system was able to overcome the problems of
security, transparency, and trust in the process of student
organization leaders’ election through the implementation of
blockchain technology and smart contracts. This system was
built using the Agile SDLC methodology and tested through
black-box testing, SUS, smart contract unit testing, and
verification through a block explorer on the Sepolia network.
The results of the black-box test showed that all functionality
ran as expected without errors. The results of the SUS testing
were conducted on two types of respondents, users and admins.
Results from user respondents show an average score of 71.
Admin respondents show results an average score of 74. Which
each score was included in the good category and was
acceptable by both users and admin. The smart contract test
carried out using unit testing proved to be secure, immutable
and could not be manipulated by users or admins, and the
voting process has transparent and anonymous which could be
verified by the public through a block explorer. Thus, the
decentralized e-voting system developed in this research
proved that it can enhance security, transparency, and trust in
the voting process.
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