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DDoS Attacks
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Abstract—Distributed network attacks, also known as
distributed denial of service (DDoS) are a major threat and
problem for internet security. DDoS is an attack on a network
aiming to disable server resources. These attacks increase every
year with the current state of the COVID-19 pandemic. One of
countermeasures to minimize the DDoS impact is the intrusion
detection system (IDS) command. IDS techniques are currently
still employing traditional methods so that they have many
limitations compared to techniques and tools used by attackers
because traditional IDS methods only use signature-based
detection or anomaly-based detection models which cause many
errors. Network data packet traffic has a complex nature, both in
terms of sizes and sources. This research utilized the ability of
artificial neural network (ANN) to detect normal attacks or DDoS.
A classification technique with ANN method is a solution to these
issues. Based on the shortcomings of the traditional IDS, this study
aims to detect DDoS attacks using feeder machine learning-based
feature engineering techniques to improve the IDS development.
Using the UNSW-NB15 dataset with the ANN method, this study
also aims to analyze and obtain training function combinations
and the best hidden layer architectures of ANNs to solve the
detection and classification problems of DDoS packets in
computer networks. As a result, the training function
combinations and hidden layer architectures of the ANN can
provide a high level of DDoS recognition accuracy. Based on
experiments conducted with three schemes and an ANN schema
architecture technique with eight features as input, the highest
accuracy was 98.22%. Feature selection plays an essential role in
detection result accuracies and machine learning performances in
classification problems.

Keywords—DDoS, Feature Selection, Neural Networks, Machine
Learning.

I. INTRODUCTION

In the last decade, along with the rapid increase in the
development and influence of information and communication
technology (ICT), people’s daily activities are now gradually
carried out using the internet. As a result, the amount of
network traffic is increasing, and the scale of network
infrastructure is growing rapidly [1]. ICT itself has become an
integral part of modern life. Due to the widespread usage of
ICT, numerous types of attacks on networks have been used,
including denial of service (DoS), man-in-the-middle attacks,
sniffers, and malware [2], [3].
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Fig. 1 DDoS attack prediction from 2018 to 2023.

DoS is one of the threats in network infrastructure attacks. It
has a variant called distributed denial of service (DDoS).
Referring to Fig. 1, the CISCO report [4] has predicted that
DDosS attacks will continue growing every year, not to mention
the COVID-19 pandemic has caused activities to be carried out
using the internet. As seen in Fig. 1, since 2018, the number of
DDosS attacks has increased from 7.9 million to over 15 million
in 2023, or an average annual increase of 1.5 million. These
attacks pose a threat to internet users and all infrastructures on
them, including bandwidth, server resource, data integrity, data
availability, and data confidentiality stored on servers [5]. Until
today, DDoS attacks remain a major cybersecurity threat. Early
detection plays a fundamental role in preventing any fatal
impacts of DDoS attacks on the server resource [6]. One of the
basic preventive measures of DDoS attacks is to install an
intrusion detection system (IDS) on the server to monitor the
flow of incoming data packets to the internal network or vice
versa [7]. The detection system on the IDS only monitors and
provides tags/markers for suspicious network activity which is
then immediately reported as an alert. It results in the
excessively high alert volume due to a high average error rate
in recognizing normal data packets as DDoS packets or vice
versa, caused by the nonstationary network data traffic. The
intrusion detection generally consists of two approaches,
namely the signature-based detection and anomaly-based
detection. In the signature-based detection, alerts are generated
based on specific attack signatures [8]. In this approach, IDS
cannot detect unknown attacks caused by outdated signature
databases or unavailable signatures. In the anomaly-based
detection, it is necessary to profile the typical behavior at the
feature level of a particular network activity. This profile is
subsequently used as the basis for defining the normal tissue
activity [9]. When any network activities stray too far from the
profile, an alert is then generated. Although anomaly-based IDS
has the advantage of being able to detect new attacks [10], it is
more complex than signature-based IDS [11]. The detection
model will logically cause many false-positive flags because
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the flow of computer network data packets has dynamic
properties both in terms of size, source, protocol, and data
content [12].

Signature-based IDS and anomaly-based IDS have two
major drawbacks. The first is when the IDS detects a weakness
starting with the SYN protocol, for example SYN-Flood,
because the SYN protocol is a legal and absolute protocol used
to initiate communication between two computers/devices in a
network [13]. Therefore, it is difficult for ordinary IDS to
generate an alert against attacks initiated with SYN protocol
artifacts [14]. Another weakness of IDS is mainly due to the
transmission control protocol (TCP)/internet protocol (IP)
deficit which make it easy for attackers to initiate DDoS
attacks, for example using the ping command which is available
by default throughout the operating system or using special
tools like HOIC, LOIC, XOIC, and GoldenEye [15]. Based on
the weaknesses of the ordinary IDS, this study aims to detect
DDosS attacks by utilizing machine learning techniques so that
IDS device development can be improved. This study utilized
a DDosS attack dataset sourced from UNSW-NB15 (University
of New South Wales) to be followed up by applying a neural
network method to generate machine learning models for the
DDosS detection.

Several previous studies related to feature engineering in the
DDoS detection analyzed the UNSW-NB15 dataset by looking
for feature relevance using an artificial neural network (ANN)
[16]. This study categorized the features into five groups based
on their type, such as flow-based, content-based, time-based,
essential, and additional features. Of these groups, 31 possible
combinations of features were evaluated and discussed. The
highest accuracy (93%) in this study was obtained using 39
features of the categorized group. In addition, in this study,
there was a combination of 23 features selected using a meta
estimator called SelectFromModel which selected features
based on their scores. The 23 selected features resulted in a
higher accuracy (97%) compared to the 39 features described.
Reference [12] reported that the number of features in KDD-99
was less than UNSW-NB15, while the first attack class in
KDD-99 (DoS) had the highest number of features. Attack
detection ACC was also the highest (99.40%). There were only
twelve features for the DoS attack class in UNSW-NB15, while
the ACC was reported at 86.57%. The number of features
selected for attack class KDD-99 was less than that of UNSW-
NB15. An average of 25.2 features were selected for attack in
KDD-99; at the same time, an average of 19.1 features were
selected for attack in UNSW-NB15. It is noteworthy that the
lowest number of selected features was for Generic attacks on
UNSW-NB15, which was ten features. Further research related
to feature engineering was carried out to explore the application
of the XGBoost algorithm for feature selection along with
several machine learning techniques including the ANN, k-
nearest neighbor (KNN), decision tree (DT), logistic regression
(LR), and support vector machine (SVM) to implement an
accurate IDS [7]. The XGBoost-based attribute selection
method was applied to the UNSW-NB15 and as a result,
nineteen optimal features were selected. The results of this
study also considered the configuration of binary and multiclass
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classifications. The results showed that the XGBoost-based
feature selection method allowed methods such as DT to
increase the test accuracy from 88.13 to 90.85% for binary
classification schemes. Reference [17] aimed to combine the
entire UNSW-NB15 dataset into a single file so that one could
test the model at once, rather than testing the model separately
for each file. After that, the dataset from the attack was used as
a new label, so it would develop a dataset label multiclass. The
study also investigated the performance of deep learning with
enhanced datasets in two classification categories (binary and
multiclass). The proposed model yielded an accuracy of
99.59% in multiclass classification and 99.26% in binary
classification. Meanwhile, this study focuses on combining
selected features using information gain techniques used as
input for the ANN classification to increase the value of DDoS
detection accuracy.

Il. DETECTION APPROACH

The DDoS attack detection approach applied in this study
was divided into several stages.

A. Dataset

The first step was to obtain the UNSW-NB15 DDoS attack
dataset published by the University of New South Wales. The
UNSW-NB15 dataset is an attack dataset containing flow
records of attack packets and normal packets in the form of a
tcpdump file which records the data stream for 31 hours [12],
[18]. The attack packet flow was synthetically simulated using
Ixia software which emulates high-speed low-tread attacks.
There were nine types of attacks included in the UNSW-NB15
dataset, which are presented in Table I. The grouping of feature
categories of the UNSW-NB15 dataset was carried out
systematically, namely, flow, basic, data packet content,
timing, and additional features. Basically, the motivation for
forming the UNSW-NB15 dataset is to fix the problem of
deficiencies in the KDD CUP 99 and NSL-KDD datasets [19],
[20].

B. Feature Selection

In this study, the type of record to be analyzed was devoted
to the DDoS record group as presented in Table I. The UNSW-
NB15 DDoS attack record dataset has features as presented in
Table I.

The sixteen features were then selected using the
information gain technique with the aim of reducing
computation time and obtaining a machine learning model with
high accuracy. Information gain is the amount of mutual
information obtained from a combination of observational
variables and is a divergence from the Kullback-Leibler theory
[21]. In machine learning, information gain is useful for
selecting several important features based on theories that
measure the value of information held by a feature in relation
to other features. For feature “a”, information gain is the
amount of entropy contained by “a” compared to feature “c” of
all available features [22]. Important features are indicated by
the maximum value of entropy that the features have. The
information gain equation is presented in (1).
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TABLE |
UNSW-NB15 DDOS FEATURE
Feature No. | UNSW-NB15 Description
1 srcip Source of IP address.
2 sport Source of port number.
3 dstip Destination of IP address.
4 dsport Destination of port number.
5 proto Transaction protocol.
6 state Indication to the state and its
dependent protocol.
7 dur Record total duration.
Source to destination
8 sbytes transaction bytes.
Destination to source
9 dbytes transaction bytes.
10 sttl Source to destination time-to-
live value.
1 gl Destination to source time-to-
live value.
Source packets retransmitted
12 sloss
or dropped.
Destination packets
13 dloss retransmitted or dropped.
14 service http, dns, ssh, pop3, ftp, smtp.
15 stime Record start time.
16 Classification 0 for normal and 1 for attack
records.
. . C
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with H denotes entropy, while P denotes probability.

C. Artificial Neural Network

An ANN is an information processing paradigm inspired by
biological neural cell systems, just as the brain processes
information. In human brain tissue, there are nerve cells
(neurons) which have three constituent components that work
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together to process information signals. The three components
are dendrites (input), cell body (processing input), and axon
(output) [23].

Fig. 2 illustrates the components of ANN. X is the input that
will be sent to the neuron with a certain arrival weight. This
input will be processed by a propagation function which adds
up the values of all incoming weights symbolized by Wi.. Then,
the second number of points will be compared with a certain
threshold value through the activation function of each neuron.
If the input exceeds a certain threshold value, the neuron will
be activated, but if not, the neuron will be deactivated. When a
neuron is activated, it sends output through its output weight to
all associated neurons, which is symbolized by Y.

The hidden layer is an imitation of the connective nerve cells
in a biological neural network. The hidden layer serves to
increase the ability of the ANN to solve a problem. The
consequence of this layer is that the training becomes more
difficult or longer. The more hidden layers that are used, the
more they can be used to solve complex problems. On the other
hand, it will prolong the learning process and reduce the
performance of the neural network. In theory, the use of one
hidden layer in the neural network is sufficient to solve the
prediction case [23]. Kolmogorov has stated that the best
number of hidden layers to solve a problem with an ANN is 2n
+ 1, where n is the number of input neurons [24].

D. Performance Matrix

In this study, several parameters were used to facilitate the
analysis of recognition performance. The indicators used are
true positive (TP), true negative (TN), false positive (FP), and
false negative (FN) [25]. TP is the recognition of DDoS data
packets identified by the neural network as DDoS packets; TN
is the recognition of normal data packets identified by the
neural network as normal packets; FP is the recognition of
normal data packets identified by the neural network as DDoS
packets; FN is the recognition of DDoS data packets identified
by the neural network as normal packets. From the indicators
that have been mentioned, an equation can be formed stating
the accuracy, as in (2).

TN+TP
FP+FN+TP+TN’

()

Accuracy is the ratio between DDoS packet recognition plus
normal packet recognition compared to the whole data packet.

Accuracy =
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M 27.pcap - ] b4
File Edit View Geo Capture Analyze Statistics Telephony Wireless Tools Help

PR L Baecz=gsEEaaan

( |-5-J.;:53;:‘:s' <Ctrl-/> -]+
Mo. Time Source Destination Protocol  Length Info ~

149.171.126.9

15 8.802696
17 ©.808131

1516 88 + 38686

1 Ack=1 Win=7248 Len=1448 TSwal=4185948044 TSecr=4185847550
H, ACK] A 4 1

Len=@8 T5val=4185966743 TSecr=418595982:

“ Frame 19: 134 bytes on wire (1872 bits), 134 bytes captured (1872 bits)
Encapsulation type: Linux cooked-mode capture vl (25)
Arrival Time: Feb 18, 2015 19:21:83.894493@88 SE Asia Standard Time
[Time shift for this packet: @.000000000 seconds]

Epoch
[Time
[Time
[Time
Frame
Frame

Time: 1424262068.894498080 seconds

delta from previous captured frame: @.8@8086008 seconds]
delta from previous displayed frame: ©.880806000 seconds]
since reference or first frame: 8.888143808 seconds]
Humber: 19

Length: 134 bytes (1872 bits)

= Ne0 00 00 91 @0 @6 @@ 1b 17 @5 9e lc @0 00 @3 00
ENEAS B0 08 76 d4 96 4@ @@ le @6 38 92 95 ab 7e @
--PI-N=h a6 @@ @1 33 4b 3a b9 1d 9c 3@ c3 14 66 34 e

O 7 Frame (frame), 134 bytes

Packets: 1067724 - Displayed: 1067724 (100.0%) Profile: Default

Fig. 4 .pcap file from the UNSW-NB15.

TP is the instance level correctly identified as an attack. TN is
the official traffic level classified as legit. FP, sometimes
referred to as a type | error, is the official traffic level classified
as an attack. FN, sometimes referred to as a type Il error, is a
legitimate traffic level classified as an intrusion.

Recall/sensitivity is actual positives that are correctly
categorized as positive class. Precision is a measure of the
estimated probability of a positive prediction being correct. F-
score/F-measure is comparison of weighted average precision
and recall.

TP

Recall = . 3
TP+FN
Precision = ——. )]
TP+FN
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E. Research Framework

The steps used in this study are shown in Fig. 3. First,
retrieving the dataset of DDoS attack data packets and the
normal flow of UNSW-NB15 data packets published by the
University of New South Wales [18] in .pcap format. Next,
converting the .pcap dataset to the .csv format to extract its
contents. The extracted data was then quantified to get network
traffic features. Then, the process of normalizing the quantified
data was carried out by dividing each quantified data item by
its maximum value so that the relative data value was obtained
with a maximum value of 1. After that, the normalized neural
network data with several training criteria was trained. Next,
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1 |dur .spkts dpkts sbytes  dbytes  rate sttl dttl sload dload sloss dloss sinpkt dinpkt  sjit djit swin stcpb
2 |0.0020246337045161794 0.00046970408642555187 0.0003630 1,63E+10 1,17E+11 741E+10 0.9882352 #E####EE  2,69E+09 0.0004080 0.0 0.0 0.0004048 0.0001450- 2,03E+11 2,55E+11 1.0 0.144
3 |0.010831701385812034 0.001221230624706435 0.003443% 4,95E+10 0.0028663 7,85E+10 0.2431372 0.9960474 1,59E+10 0.0241856 0.0003760 0.0030869. 0.0008317 0.0002672 4,14E+10 0.0029960 1.0 0.330!
4 10.027052154959561744 0.0006575857209957727 0.0014521 2,37E+11 0.0008996' 1,42E+11 0.2431372 0.9960474 2,98E+08 0.0029263 0.0001880 0.0010895 0.0038639 0.0017793 0.0115778 0.0246566 1.0 0.492]
5 |0.028027371805018166 0.0010333489901362142 0.0010891 4,21E+11 5,25E+11 1,37E+11 0.2431372 0.9960474 5,20E+08 0.0001613 0.0001880 0.0005447 0.0025475 0.0015628 0.0001746 0.0107767. 1.0 0.257]
6 |0.0074509013733319195 0.0008454673555653935 0.0005445 3,55E+10 1,83E+10 3,34E+11 0.9960734 0.9960474 1,63E+10 0.0001914 0.0003760 0.0001815.0.0007357 0.0013103 0.0016281 0.0002500 1.0 0.567/
7 0.006342284496085491 0.0008454673555659935 0.0005445 3,55E+10 1,83E+10 3,94E+10 0.9960784 0.9960474 1,92E+09 0.0002261 0.0003760 0.0001815 0.0006653 0.0009047 0.0014986:0.0001782 1.0 0.927(
8 |0.010618485280055635 0.0008454673555659935  0.0007260 3,55E+10 2,42E+10 2,67E+11 0.9960734 0.9960474 1,15E+10 0.0001865 0.0003760 0.0001815.0.0011376 0.0014052.0.0028890 0.0002578 1.0 0.416!
9 |0.008693068260395849 0.0008454673555653935 0.0007260 3,55E+10 2,42E+10 3,26E+11 0.9960734 0.9960474 1,40E+10 0.0002283 0.0003760 0.0001815.0.0009297.0.0011440 0.0025411 0.0002568 1.0 0.047
10 /0.00904841832554336 0.0008454673555659935 0.0007260 3,55E+10 2,42E+10 3,13E+10 0.9960784 0.9960474 1,35E+10 0.0002193 0.0003760 0.0001815 0.0010033-0.0011795 0.0027365 0.0002301 1.0 0.2054
11 /0.004311450790432645 0.0008454673555659935  0.0005445 3,55E+10 1,83E+10 5,30E+09 0.9960734 0.9960474 2,82E+09 0.0003327 0.0003760 0.0001815.0.0004583.0.0006773 0.0009527 0.0001234 1.0 0.734/
|12 |0.005080884264328783 0.0010333489901362142  0.0005445 0.0002868. 1,83E+10 5,58E+10 0.9960734 0.9960474 1,89E+10 0.0002823 0.0005640 0.0001815.0.0004324 0.0009295 0.0009917 0.0001735. 1.0 0.0311
13 10.034884756395538674 0.005730389854391733 0.0025412 0.0039221 0.0001509 4,25E+09 0.2431372 0.9960474 4,02E+11 0.0003515.0.0052641. 0.0014526 0.0005717 0.0013005-0.0021924 0.00022590 1.0 0.424{
|4 |0.006949201274020235 0.0008454673555659935  0.0005445 3,55E+10 1,83E+10 3,60E+11 0.9960784 0.9960474 1,75E+10 0.0002064 0.0003760 0.0001815.0.0007513 0.0011167 0.0017595 0.0002155. 1.0 0.020{
|5 |0.016603686377342504 0.0008454673555659935  0.0007260 3,76E+11 2,42E+10 1,71E+10 0.9960734 0.9960474 7,74E+08 0.0001195 0.0003760 0.0001815.0.0018445.0.0022771 0.0044094 0.0004370 1.0 0.540/
|6 |0.009612585095640601 0.0008454673555659935 0.0007260 3,55E+10 2,42E+10 2,95E+10 0.9960784 0.9960474 1,27E+09 0.0002065 0.0003760 0.0001815 0.0010678 0.0012516 0.0028268 0.0002514 1.0 0.878]
7 3,33E+07 9,39E+10 0.0 7,94E+09 0.0 0.4999999 0.9960784 0.0 0.0523917 0.0 0.0 0.0 3,33E+07 0.0 0.0 0.0 0.0 0.0
18 /0.012137535558548187 0.0008454673555659935  0.0005445 3,55E+10 1,83E+10 2,06E+11 0.9960734 0.9960474 1,00E+10 0.0001181 0.0003760 0.0001815.0.0013483 0.0021209.0.0035946 0.0005004 1.0 0.404
19 10.00655926786919911 0.0008454673555659935 0.0007260 5,82E+10 7A48E+10 4,32E+10 0.2431372 0.9960474 2,99E+10 0.0009362 0.0003760 0.0003631 0.0007286 0.0008255 0.0014319 0.0001550 1.0 0.9044
!0 |0.006454201185103551 0.0008454673555659935  0.0005445 3,55E+10 1,83E+10 3,87E+10 0.9960734 0.9960474 1,83E+10 0.0002219 0.0003760 0.0001815.0.0006352 0.0011825.0.0015002 0.0002276 1.0 0.122]
1 |0.008964001643400301 0.0008454673555659935  0.0007260 3,55E+10 2,42E+10 3,16E+10 0.9960734 0.9960474 1,36E+09 0.0002214 0.0003760 0.0001815.0.0009943 0.0011838 0.0026238 0.0002263 1.0 0.2511
12 10.0038953340474779086  0.0008454673555659935 0.0005445 3,55E+10 1,83E+10 6,42E+10 0.9960784 0.9960474 3,13E+09 0.0003682:0.0003760 0.0001815 0.0004327.0.0007068 0.0008765 0.0001418 1.0 0.734]
'3 |0.005633617699496579 0.0008454673555659935  0.0005445 6,78E+10 1,83E+10 4,44E+09 0.9960734 0.9960474 4,04E+09 0.0002546 0.0003760 0.0001815.0.0005868 0.0009799 0.0012997 0.0001770 1.0 0.620] -
Test UNSW _NB15 ® ] 3
Fig. 5 Dataset extraction.
TABLE II I1l. RESULT AND DISCUSSION
ARCHITECTURAL SCHEME OF THE ANN - .
This study employed MATLAB 2019b software running on
Schema No.| !nput | Total of Hidden Output Neuron the Windows 10 64-bit operating system platform. Since the
| Neuron | Layer Neuron P UNSW-NB15 dataset was quite large in its database, a 27.pcap
1 7 15 2 (Normal and DDoS) series or later was required. These experiments were trained,
2 8 17 2 (Normal and DDoS) | evaluated, and tested on Microsoft Excel and MATLAB.
3 15 31 2 (Normal and DDoS) Fig. 4 depicts the .pcap file or raw data from the UNSW-
NB15. The data were ready to be processed and converted
TABLE Il into .csv for easier analysis. The 27.pcap file contained
EXPERIMENT RESULTS WITH SCHEME 1 ) A ) ' A
1,067,724 datasets. Fig. 5 shows the conversion result
Experiment | Accuracy | Precision | Recall F1-Score from .pcap to .csv. The data were processed and tested later.
1 98.24% | 98.53% | 97.52% 98.03% The 49 features in the data were then simplified by finding the
2 97.71% | 96.73% | 96.68% 96.71% refractive index per block according to the selected feature.
3 97.34% 96.95% 96.22% 96.58% In this study, three feature schemes were used as an input for
TABLE IV the ANN classifier to determine the training effectiveness and
EXPERIMENT RESULTS WITH SCHEME 2 classification accuracy resulting from the feature selection
process. Based on the input feature selection scheme, three
Experiment | Accuracy | Precision | Recall | F1-Score different ANN architectural schemes were formed based on the
1 97.79% 98.12% 99.72% 98.92% theory that the use of one hidden layer in the neural network is
2 99.73% 98.89% 99.94% 99.41% sufficient to solve the prediction case [26]. The ANN
3 97.15% 97.27% 99.12% 98.19% architectural schemes are presented in Table Il. On the other

extracting the original server log data in the entity-property
form. Then, performing the feature engineering on the original
server log data through feature compounding, feature splitting,
feature merging, and one-hot encoding. Subsequently,
incorporating engineering features into machine learning for
normal packet flow detection and DDoS attacks. Last,
analyzing the performance of machine learning classification in
detecting normal data packet flow and DDoS attacks based on
the accuracy, precision, recall, and F1-score metrics.

p-ISSN 2301 — 4156 | e-ISSN 2460 — 5719

hand, Kolmogorov has stated that the best number of hidden
layers for solving problems with ANNs is 2n + 1, where n is the
number of input neurons. Based on the theory proposed by
Kolmogorov, in this study, a variety of ANN architectures were
formed to find the highest accuracy in solving DDoS network
packet detection problems [24], [27].

In this study, three experiments were carried out with husks
and a dataset from UNSW-NB15 to find the highest level of
accuracy. This level of accuracy was based on the feature input.
The feature engineering process was carried out by selecting
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Fig. 6 Graph of the experimental accuracy level.
TABLEV
EXPERIMENT RESULTS WITH SCHEME 3

Experiment | Accuracy | Precision | Recall F1-Score

1 95.02% 93.20% 96.74% 97.10%

2 97.13% 96.52% 99.29% 97.93%

3 96.22% 95.55% 95.01% 96.00%

TABLE VI
CONCLUSION OF EXPERIMENT RESULTS WITH THREE SCHEMES
Number of F1-
Selected Accuracy | Precision | Recall s
core
Features

Seven features
with feature 97.76% | 97.40% | 96.81% | 97.10%
number: 2, 6, 9,
10,12,1,3
Eight features
with feature 98.22% | 98.09% | 99.59% | 97.93%
number: 2, 6, 9,
10,12,15,1,3
Fifteen features 96.12% 95.02% | 97.01% | 96.00%

features and then combining them according to Table Il. The
results of the first experiment are shown in Table Il1. It can be
seen that the highest accuracy was obtained from the first
experiment with a value of 98.24%. The first experiment also
had higher precision, memory, and F1-score values than other
experiments. Scheme 1 is the scheme with feature options.

Table IV shows the highest accuracy was obtained from the
second experiment with a value of 99.73%. The second
experiment also had higher precision, memory, and F1-score
values than the other experiments. This scheme with a choice
of nine features.

Table V depicts the highest accuracy obtained from the
second experiment with a value of 97.13%. The second
experiment also had higher precision, memory, and F1-score
values than the other experiments. Scheme 3 is a scheme with
a choice of fifteen features.

Table VI shows the conclusions from the experimental
results. It can be seen that seven selected features could obtain
an accuracy rate of 97.76%, whereas by selecting almost all
features (fifteen) the accuracy level was even smaller.
Subsequent experiments with a combination of eight features
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obtained 98.22% and became the experiment with the highest
accuracy. The accuracy graph can be seen in Fig. 6.

IVV. CONCLUSION

Based on the experimental results that have been carried out,
it was found that the feature selection plays an essential role in
the accuracy of detection results and the efficiency of machine
learning training in classification problems. In this study, the
combination of the eight main features of the dataset used as
input for the classification of ANNSs, namely feature numbers
2, 6,9, 10, 12, 15, 1, and 3; the combination resulted in the
highest accuracy value of 98.22% compared to the two main
features. The combination scheme of the eight features also
produced an ANN model with the best training efficiency. It
can be concluded that to cover the shortcomings of the ordinary
IDS in solving the problem of detecting DDoS attacks, based
on the UNSW-NBJ15 dataset and ANN, eight selected features
out of sixteen available features are needed. Future research is
expected to be able to combine several features and other
algorithms to increase the level of accuracy in detecting DDoS
attacks.
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